ICT and Internet Safety Policy
[image: image1.png]



	Agree Date
	Review Date
	Person Responsible

	2018 Sept
	2020 Sept
	Mr Smith


Policy Aim

To empower pupils and develop self-esteem in, and promote positive attitudes towards learning through the effective use of ICT in relevant and purposeful contexts. 

Rationale

· ICT can enhance and enrich pupils’ learning across the curriculum.

· ICT provides pupils with learning and teaching experiences not readily accessible otherwise.

· ICT provides a vehicle for the development of pupils’ creativity. 

· ICT can motivate and enthuse pupils.

· In to-day’s information society, pupils need to develop ICT skills in order to access relevant information and become economically aware and active.

· ICT gives pupils immediate access to high quality learning materials.

· ICT has the flexibility to meet the individual needs and abilities of each pupil catering for both weak and high achievers.

· ICT promotes access for pupils with learning difficulties.

· ICT offers potential for effective group work and collaborative learning.

· ICT supports different types of learners – audio, visual and kinaesthetic.

Objectives

To:

· Extend and enhance learning across all areas of the curriculum.

· Contribute to raising standards in literacy, numeracy and other areas of learning.

· Encourage pupils to select and use ICT appropriate to the task.

· Develop skills in the use of ICT and the ability to apply these skills in a range of curricular contexts.

· Give children access to a variety of sources of information. 

· Instil in children a sense of confidence, achievement and enjoyment.

· Enable pupils to extend their learning beyond the school environment.

· Ensure teaching staff are motivated and skilled in the use of ICT and aware of the contribution ICT can make to learning and teaching.

· Enable pupils to develop the skills of using ICT safely and responsibly in a safe learning environment.

Access 

Pupils have access to ICT through class-based and centrally based computers (mainly in the Staff room) which have access to the internet and are furnished with a body of educational programmes provided by C2K.

A selection of Interactive Whiteboards are distributed throughout the school.
Children have access to floor robots (Roamer, BeeBot, ProBot), digital cameras,  and microphones. 

Upper Ballyboley Primary School takes appropriate account of children’s ICT experiences outside of school. 

Homework (often completed on home computers, in particular, KS2)
Planning and Progression

Planning for ICT ensures coverage of the statutory requirements for ICT as set out under the 5 ‘E’s – Explore, Express, Exchange, Evaluate and Exhibit.  All pupils have opportunities to develop a wide range of skills and competencies commensurate with their age and abilities as they progress through the school from P1 to P7.  

Explore

Pupils should be enabled to:

· Access and manage data and information

· Research, select, process and interpret information

· Investigate, make predictions and solve problems through interaction with digital tools

· Understand how to keep safe and display acceptable online behaviour

Express

Pupils should be enabled to:

· Create, develop, present and publish ideas and information using a range of digital media

· Create information and multimedia products using a range of assets

Exchange

Pupils should be enabled to:

· Communicate using a range of contemporary methods and tools

· Share, collaborate, exchange and develop ideas digitally

Evaluate

Pupils should be enabled to:

· Talk about, review and make improvements to work, reflecting on the process and outcome

· Consider the sources and resources used

Exhibit

Pupils should be enabled to:

· Manage and present their stored work

· Showcase their learning across the curriculum. 

Classroom Practice

Foundation Stage

Provision of ICT at Foundation Stage aims to provide a meaningful introduction to technology which:

· Promotes positive attitudes and dispositions to learning

· Promotes children’s Thinking Skills and Personal Capabilities

· Encourages creativity and imagination

· Enables children to develop confidence and competence in basic application

· Develops children’s curiosity and interest in the world around them

· Enables children to communicate in a variety of ways

· Motivates children to develop literacy and numeracy skills in meaningful contexts.

Children at foundation stage will interact with technology in a natural and risk-free way. 

For example:

(All examples adapted from The UICT Assessment Guidance (CCEA))

Explore

· Search a given bank of images and words for a specific topic
· Take a photo or select one from a given bank, and talk about it
· Use simple commands to move a Bee-Bot from one house to another to deliver Cinderella’s party invitations 
Express

· Use an art package to create a simple picture using pencil, paintbrush and stamp tools. 
Exchange

· Know that people can communicate using the internet, mobile phones and interactive whiteboard. 
Evaluate

· Talk to the teacher about a self-portrait they have created using ICT. 
Exhibit

· Print a picture they have created in Painter. 
Key Stage 1 and 2

Children at Key Stages 1 and 2 build and develop the experiences provided at the Foundation Stage. Explicit emphasis is placed on the development of skills through the appropriate use of ICT. Children are provided with opportunities to develop these skills through a range of worthwhile, challenging, relevant and enjoyable learning experiences.

Learning through the use of ICT in Key Stages 1 and 2 will:

· Providing opportunities for the children to continue to develop the transferable skills of Communication, Using Mathematics, and Thinking Skills and Personal Capabilities

· Develop self-confidence and self-esteem

· Provide opportunities for the children to engage in exploration, problem-solving and decision-making

· Promote in the children positive attitudes to learning

· Develop the children’s creativity
Children at Key Stage 1 and 2 will use technology in a natural and risk-free way, with an emphasis on increased independence in Key Stage 2. 

For example:

(All examples adapted from The UICT Assessment Guidance (CCEA))

Explore
· Research internet sites and / or CD-ROMs to find and select information (images, movie, audio files, etc) (Level 3)
· Access and select suitable images and text from a range of sources, demonstrating an understanding of audience and purpose. (Level 4)
· Edit and select what assets are most appropriate for a leaflet or presentation (Level 4)
· Plan a class trip, outing or picnic and research the costs, including hire of bus, entry to events and food using Excel (Level 4). 
· Use the Repeat command in Blackcat Logo to design tessellating patterns (Level 4). 
· Use Excel to investigate budgeting costs using simple formulae (Level 4+)
· Create a Scratch project with two or more sprites using Broadcast commands within the script (Level 4+)
· Devise and build a succession of embedded Logo procedures or Scratch procedures (Level 5)
Express

· Plan and make a Talking Storybook. Insert a picture or photograph onto each slide and record some speech. (Level 2)
· Design and create an invitation, combine appropriate text and images. (Level 2)
· Plan a story, create a simple model, and photograph it in different poses in order to tell the story (animation). (Level 2) 
· Plan a story using a storyboard. Use Photo Story to add text, images or sounds. (Level 3)
· Create a leaflet, for example a tri-fold leaflet, selecting and importing appropriate text and images, and format using features such as alignment, text wrapping and borders. (Level 4)
· Use a computer or digital recording device with a microphone to record material for a podcast (Level 4+)
· Plan and execute an animated story (Level 4+). 
Exchange

· Know and talk about some methods of communicating digitally such as the internet, online shopping, emailing, texting or Skype. (Level 2)
· Navigate a Virtual Learning Environment (VLE) and access materials uploaded by the teacher. (Level 3)

· Take part in an online discussion. (Level 3)

· Email with attachments. (level 4)

· Add a presentation or document to a VLE discussion. (Level 4+)
· Interact online with children from other schools. (Level 5)
Evaluate

· Discuss with the teacher how they made the Bee-Bot move around the mat and how they could do it again with fewer moves. (Level 2)
· Think about the layout of a poster they have created, using suitable software, and improve it to make it more striking. (Level 3)

· Play their podcast to the rest of the class, discuss how they could make it better and carry out these changes. (Level 4)
· Use tools and features to make on-going improvements, based on feedback, at various stages. Create a short account considering what they have done and how they carried out the work. (Level 5)
Exhibit

· Save an invitation. (Level 2)
· Use ‘Save as’ to save a document, giving it an appropriate filename. (Level 3)

· Create folders to assets – photos, sound files, etc. (Level 4)

· Create a topic folder and sub-folders within a workspace. Organise and save assets in a meaningful file structure and export them in an appropriate format. (Level 5)
These skills are taught using the follow range of software:

	Software type
	Suggested software to use.

	CAD
	AutoCAD, Autodesk, Solidworks, ProDesktop, Google Sketchup, Techsoft

	Data Handling
	Microsoft Access, Openoffice, Information Workshop

	DTP
	Microsoft Publisher, Adobe InDesign, Illustrator, Photoshop, Word

	Exploring Programming
	Logo, Scratch, Gamemaker, html, Mediator, Logicator, PIK Logicator, Lego Mindstorms

	Game Making
	Scratch, GameMaker, Mediator

	Measurement and Datalogging
	Proprietary software bundled with dataloggers, Microsoft Excel, DataHarvest, XLogger, Easy Sense

	Music Technology
	GarageGand, Mixcraft, Project 5, Sony Acid, Logic, Audacity, EJay

	Online Collaboration
	VLE such as Moodle, LNI, Google Docs, WordPress, Fronter, Weebly, Blackboard, StudyWiz

	Presentation
	PowerPoint, Keynote, Prezi, PhotoStory, Moviemaker

	Researching
	Search Engines

	Using Modelling
	Microsoft Excel, Apple iWork Numbers, Google Docs

	Web Design
	FrontPage, Dreamweaver, Kompozer, Publisher (at lower levels)

	Working with Images
	Adobe Photoshop, Illustrator, The Gimp, Paint.net, ComicLife, CrazyTalk

	Working with Moving Images/Animation
	iMovie, Moviemaker, Final Cut, Adobe Premiere, iStopMotion, I Can Animate, Helium Frog, Crazy Talk/Crazy Talk Pro, 2simple2animate

	Working with Sound
	Audacity, GarageBand


Special Educational Needs Provision

Effective use of ICT in relevant contexts can:

· Facilitate a differentiated pace and level of learning that takes account of individual pupil abilities, including those who are more able

· Help provide appropriate support - and scope for greater independence - for those children with Special Education Needs (SEN)

· Provide an additional resource to facilitate the learning process

· Increase pupils’ motivation to learn

Internet and E-Safety
Upper Ballyboley PS has internet access in every classroom and in shared areas.  Use of the Internet is monitored and is always utilised to enhance specific shared and agreed learning objectives.  Pupils are provided with opportunities to develop knowledge and understanding of e-safety and acceptable online behaviour at a level appropriate to their age and ICT capability.

Every 2 years, a Parents’ E-Safety Event is organised in conjunction with the PSNI. In particular, children’s online safety in the home is addressed.  

Planning, Monitoring & Evaluating

Teachers’ medium-term planners identify where ICT makes a significant impact on the quality of learning. Planners are reviewed and reported on by the ICT Coordinator.

Teachers routinely evaluate their use of ICT in learning and teaching, and the impact on pupil outcomes (medium-term planners).

Planning should evidence pupil access to all five Es throughout the school year.

Foundation Stage

Foundation Stage teachers are required to incorporate Using ICT in 2 planned observations throughout the school year. Evidence of pupils’ responses will be recorded as a UICT Observation in a Pupil Portfolio which will move from year to year with the child. (The structure of UICT Observation Sheets is agreed on by the ICT Coordinator, FS Teachers and the Principal.) 

This tracking of pupil progress is monitored by the ICT Coordinator and reported on once in the school year. Where deemed appropriate by the Coordinator and Principal, sampled pieces will be used for internal standardisation purposes – e.g. when Upper Ballyboley PS is required to submit portfolios of evidence for external moderation purposes. 

Primary 3, 5 and 6

Teachers are required to carry out 2 planned assessments in Using ICT throughout the school year. These may be CCEA Assessment Tasks, or normal classroom work. Monitoring and evaluating of practice will accord with that described above.  In addition, evidenced work should be Levelled in accordance with the Levels of Progression as highlighted in the Statutory Levels in Using ICT document (CCEA). 

Primary 4 and 7

In addition to what is required by Primary 3, 5 and 6 teachers, Primary 4 and 7 will be required to provide suitable portfolios of evidence when called for external moderation (CCEA). 

School Development Plan

The school’s action planning for ICT forms part of the overall School Development Plan, identifying and prioritising areas for development.  This is reviewed on an annual basis, taking into account developments in technology and outcomes of monitoring and evaluation procedures.

Staff Development
We recognise the need for the on-going development of ICT capability to reflect the constantly changing nature of technology.  We have a culture of continuing professional development of all staff, including support staff as appropriate.  This is provided in accordance with the school development plan and based on audits of identified need as well as developments in technology.

Staff training should be available in the form of:

· “Baker Days” - on school site and at Educational Computer Unit (ECU) based in the Antrim Board Centre;

· INSET Days - Staff to be released from the classroom to attend INSET courses. 

· Directed Time - Planning should make time available during directed time to train teachers and keep them up to date with the rapidly changing face of ICT.

Review

Because of the rapidly changing nature of technology this policy will be reviewed on a bi-annual basis by the ICT Co-ordinator, in consultation with the Principal, teaching staff and governors.  

Internet Safety Policy

1.0  Introduction

1.1  Normally, the resources used by pupils in school are carefully chosen by the teacher, determined by curriculum policies.  Use of the Internet, by its very nature, will provide access to information which has not been selected by the teacher.  Whilst pupils will often be directed to sites which provide reviewed and evaluated sources, at times, they will be able to move beyond these, to sites unfamiliar to the teacher.

1.2  The purpose of this policy is to:

· establish the ground  rules we  have in Upper Ballyboley P.S. for  using the Internet;

· demonstrate the methods used to protect the children from sites containing pornography, racist or politically extreme views and violence.

1.3  Upper Ballyboley P.S. believes that the advantages to pupils and staff from access to the resources of the Internet far exceed the disadvantages.  Ultimately, the responsibility for setting and conveying the standards that the children are expected to follow, when using media and information resources, is one the school shares with parents and guardians.

1.4  At Upper Ballyboley P.S. we feel the best recipe for success lies in a combination of site filtering, of supervision and by fostering a responsible attitude in our pupils in   partnership with parents and guardians.

1.5  Parents will be sent an explanatory letter and the rules which form our Internet Access Agreement (Attached to this document).  

2.0 Using the Internet for Education

2.1  The benefits include:

· access to a wide variety of educational resources;

· rapid and cost effective communication;

· gaining an understanding of people and cultures around the globe;

· staff professional development through access to new curriculum materials, shared knowledge and practice;

· greatly increased skills in Literacy, particularly in being able to read and appraise critically and then communicate what is important to others;

· social and leisure use.

Staff and Pupils
2.2  When  using  the  Internet,  all  users  must  comply  with  all  copyright,  libel, fraud,  discrimination  and  obscenity  laws,  and all  school staff  (both teachers and support staff) are expected to communicate in a professional manner consistent with the rules of behaviour governing employees in the education sector.

2.3  All staff will review and evaluate resources available on web sites appropriate to the age range of the pupils being taught and the ICT co-ordinator will assist in the dissemination of this information.

2.4  Initially pupils may be restricted to sites which have been reviewed and selected for content.  Pupils may be given tasks to perform using a specific group of websites accessed using website addresses provided by the teacher.

2.6 Pupils will have the opportunity to exchange information via email and Virtual Learning Environments.

2.7 As pupils gain experience, they will be taught how to use searching techniques to locate specific information for themselves. Comparisons will be made between researching from different sources of information, (CD ROM, books, WWW).  Pupils will learn to decide when it is appropriate to use the Internet, as opposed to other sources of information, in terms of: the time taken; the amount of information found; the usefulness and reliability of information located.

2.8 At times, information, such as text, photographs, etc., will be “downloaded”  

      from the internet for use by pupils and staff.

3.0 Pupil Access to the Internet

3.1 Upper Ballyboley Primary School will use the  filtered Internet  Service  provided by        

C2K. Computers with Internet access for pupils will only be available on computers that are in highly used areas of the school such as classrooms and computer suite. Computers that are connected to the Internet will be in full view of people circulating in the area.

3.2 While using the Internet at school, pupils should, where possible, be supervised. However, when appropriate, pupils may pursue research independent of staff  supervision if they have been granted permission. In all cases, pupils will be reminded of their responsibility to use these resources in line with the school policy on acceptable use.

3.3 The staff of Upper Ballyboley Primary School will ensure that the pupils understand how they are to use the Internet appropriately and why the rules exist.

3.4 Network administrators may review files and communication to maintain system integrity and ensure that users are using the system responsibly. While privacy is respected and protected, users will be made aware that password controls and files stored on the C2K system and school laptop computers will not be absolutely private.

4.0 Classroom 2000 (C2K)
4.1 C2K supports the implementation and sharing of effective practices and  collaborative networking across Northern Ireland.  

4.2 Electronic information-handling skills are now fundamental to the preparation of citizens future employees in the Information Age.  Staff should be encouraged to investigate the possibilities provided by access to this electronic information and communication resource, and blend its use, as appropriate, within the curriculum.  They should model appropriate and effective use, and provide guidance and instruction to the pupils in the acceptable use of the Internet.

5.0 Examples of Acceptable and Unacceptable Use of the Internet
5.1 On-line activities which are encouraged include, for example:
· the use of email and computer conferencing for communication between colleagues, between pupil(s) and teacher(s), between pupil(s) and pupil(s), between schools and industry;
· use of the Internet to investigate and research school subjects, cross-curricular themes and topics related to social and personal development;
· the development of pupils’ competence in ICT skills and their general research skills.
5.2  On-line activities which are not permitted include, for example:
· searching, viewing and / or retrieving materials that are not related to the aims of the curriculum;
· copying, saving and / or redistributing copyright material, without approval;
· subscribing to any services or ordering any goods or services, unless specifically approved by the school;
· playing computer games unless specifically assigned by the teacher;
· using the network in such a way that the use of network by other users is disrupted (for example: downloading large files during peak usage times, sending mass email messages);
· publishing, sharing or distributing any personal information about a user (such as: home address; email address; telephone number, etc.;
6.0  School Web site
6.1
The guidelines listed below will be adhered to concerning the school website.

A web site can celebrate good work, promote the school, publish resources for projects and homework, and link to other sites of interest.

· No names and photographs that identify individual children will appear on the web site.

· Home information and email identities will not be included  - only the point of contact to the school i.e. school telephone number, school address and email address;

· Group photographs will not contain a names list.

· Work displayed will be of the highest quality and reflect the status of the school.

· Pupil photographs will not appear on the WWW without parental permission.

7.0 Internet Agreement
7.1  All staff, pupils and their parents / guardians will be asked to read and sign an Acceptable Internet Use Agreement. 

Upper Ballyboley Primary School

Acceptable Internet Use Agreement - PUPIL

This is to be read through with your parent(s) and then signed.  Internet access will only be granted after this document is signed and returned to school.

Upper Ballyboley Primary School uses an approved C2K filtered Internet Provider.  This provider filters any unsuitable material i.e. pornography, racism, or politically extreme views and violence.
· At Upper Ballyboley Primary School, we expect all pupils to be responsible for their own behaviour on the Internet.  This includes materials they choose to access, and any language they use.

· Pupils using the WWW (World Wide Web) are expected not to deliberately seek out offensive materials.  Should any pupils encounter any such material accidentally, they are expected to report it immediately to a teacher.

· Pupils are expected not to use any rude language in their email communications and contact only people they know or those the teacher has approved.  It is forbidden to be involved in sending chain letters.

· Pupils must ask permission before accessing the Internet.

· Pupils should not access other people’s files unless permission has been given.

· Computers should only be used for schoolwork and homework unless permission has been granted otherwise.

· When appropriate, homework completed at home, may be brought in on pen-drive, but this will have to be virus scanned by the class teacher before use.

· Personal printing is not allowed on our network for cost reasons (e.g. pictures of pop groups / cartoon characters).

· No personal information such as telephone numbers and addresses should be given out and no arrangements to meet someone unless this is part of an approved school project.

· Pupils consistently choosing not to comply with these expectations will be denied access to Internet resources.

Appendix 1

Acceptable Internet Use Agreement - PUPIL

Please complete Part A & B

Name of Child: _____________________________
PART A

As the parent / guardian of (child’s name) _________________, I have read through this Internet Agreement.  I agree that access to the Internet (when using Upper Ballyboley Primary School computers) is designed for educational purposes.  I recognise that it is impossible to restrict access to all controversial materials, and I will not hold Upper Ballyboley Primary School responsible for any improper or illegal use of the Internet by my child. I hereby give permission to permit Internet access for my child and agree to the safety restrictions listed in this agreement.

Print Name:______________________ (Parent / Guardian)   

Signed: _________________________ (Parent / Guardian)   

Date: _____________

___________________________________________________________

Part B

Please delete as appropriate:

I agree/do not agree to my child’s photograph appearing on a school web site.  

Please note that at no time will your child’s name appear with the photograph.

Print Name: ______________________ (Parent / Guardian)   

Signed: _________________________ (Parent / Guardian)   

Date: _____________

